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LEI IN THE DIGITAL WORLD

The LEI can have relevance in the digital world by leveraging the strength of the LEI to provide unique and permanent global 
identification of organizations/businesses 

One effort is to combine the strengths of the LEI and digital certificates (the use of the LEI and digital certificates and the GLEIF 
2018 Annual Report filed in inline XBRL)

The effort presented today leverages the use of the LEI in digital verifiable credentials

Digital verifiable credentials are defined as the format for interoperable, cryptographically-verifiable digital credentials being 
defined by the W3C standards organization (Verifiable Claims Working Group)

GLEIF proposes to demonstrate this technique for automated issuance and verification of organizations having LEIs and using 
LEIs

GLEIF is conducting a Proof of Concept that will will produce digital verifiable credentials and prove identity (based on the LEI) 
cryptographically recorded on a distributed ledger (blockchain)

The POC will allow verification of identity both of legal entities having LEIs and for persons in their official roles within these legal 
entities

GLEIF, being blockchain agnostic, will conduct POCs in both Ethereum and Hyperledger Indy blockchains
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GLEIF accredits LEI Issuer with
capability to issue digital 
verifiable credentials to legal 
entities
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If the Legal Entity wants to
issue digital verifiable
credentials to to persons
able to represent the legal 
entity officially
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Legal Entity gets LEI

requests its digital verifiable credential

issues legal entity digital verifiable credential

issues employee digital verifiable credentials

Issues LEI issuer digital verifiable credential

LEI Data 
User

Employees will be issued digital 
verifiable credentials which
identify the official roles that
they play in the legal entity.

This enables the employees to
use their digital verifiable
credentials to officially represent
the legal entity.
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Legal Entity gets LEI

requests its digital verifiable credential

issues legal entity digital verifiable credential

issues employee digital verifiable credentials

Issues LEI issuer digital verifiable credential

registers existence of role
digital verifibale credential registers existence of role

digital verifibale credential

LEI Data 
User

looks up registered list of employee roles
having digital verifiable credentials

accesses registered list of employee roles
having digital verifiable credentials

In order to enable the discovery
of employee digital verifiable
credentials of a legal entity, the
existence of the employees‘ 
digital verifiable credentials can
be registered with the LEI issuer
and subsequently with the
Global LEI Repository without
containing any personally
identifiable information (PII) 
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requests its digital verifiable credential

issues legal entity digital verifiable credential
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looks up registered list of employee roles
having digital verifiable credentials

accesses registered list of employee roles
having digital verifiable credentials

Issues request for verification of employee
digital verifiable credentials

verifies employee digital verifiable credentials

Response will indicate 
whether the digital verifiable 
credential is authentic and 
current (since legal entities 
will have the ability to revoke 
digital verifiable credentials 
to persons able to represent 
the legal entity officially)
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Legal Entity gets LEI

requests its digital verifiable credential

issues legal entity digital verifiable credential 

issues employee digital verifiable credentials

Issues LEI issuer digital verifiable credential

registers existence of role 
digital verifibale credential registers existence of role 

digital verifibale credential

LEI Data 
User

looks up registered list of employee roles 
having digital verifiable credentials

accesses registered list of employee roles 
having digital verifiable credentials

Issues request for verification of employee 
digital verifiable credentials

verifies employee digital verifiable credentials

This allows digital verifiable credentials to be used in business transactions and regulatory reporting 
frameworks.



TARGET USE CASE FOR GLEIF

Regulator Legal Entity LEI Issuer GLEIF

Regulatory filing with a regulator:

The regulator is able to verify the authenticity of the digital verifiable credentials of persons in 

official roles, the legal entity and the LEI Issuer.

Persons in 
Official 
RolesVerify

Issue DVCs

Issue DVC Issue DVC



QUESTIONS & ANSWERS
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TECHNICAL ARCHITECTURE
HYPERLEDGER INDY POC

Creation and Revocation of
Digital Verifiable Credentials

Look up and Verification of
Digital Verifiable Credentials

Other Portals

API

Credential Wallets

Configuration and Ledger
Display


